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Abstract

This report is a formal, functional analysis of fire detection systems’ requirements.
The performance parameters of fire detection systems are given as conditional
probabilities. These parameters are identified by the objective analysis of the
functions of a fire detection system. It is demonstrated that using the false alarm
rate to specify the malfunctioning of a threshold detection system is inadequate.
The principal function of fire detection systems is identified as the notification
of anti-fire agents of the probability of an unwanted fire. The evaluation of the
information provided by a detector system is centeral to its worth.
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1. INTRODUCTION

The early, highly accurate detection of unwanted fires is very desirable. Normally
humans are the best fire detection systems. Humans can use multiple senses and
intelligent processing to detect unwanted fires. Whenever people are incapacitated
(e.g., asleep) or are not present in the space in which the fire originates, a reliable,
automatic fire detection system can be of significant value.

The purpose of this paper is to describe the formal analysis of the desired function
of fire detection systems, to identify the performance parameters of fire detection
systems, and to demonstrate the approach to evaluating the information provided
by such systems. The performance parameters of fire detection systems are ex-
pressed as conditional probabilities.

Present conventional detectors are threshold detectors. A typical threshold de-
tector is one that senses a physical parameter and sets off an alarm when the
observed parameter exceeds some predetermined value. For example, when the
amount of light scattered in a photoelectric smoke detector exceeds some value it
sets off a fire alarm. Some threshold detectors have been programmed so that the
threshold must be exceeded for some time before an alarm will sound. In addi-
tion, some "smart” detectors are multiple parameter, threshold detectors(1][2][3].
For these detectors, the threshold is defined as a volume in a space in which each
measured parameter defines a dimension. Whenever the coordinates of the status
fall outside this threshold volume the alarm sounds.

For any physical parameter that is used in an effort to detect an unwanted fire,
there are sources for this physical parameter other than the unwanted fire. We
will refer to this portion of the signal as the background signal, the noise signal, or
the environmental signal for that particular physical parameter. In conventional
threshold detectors the threshold value is set at a level greater than the maximum
expected background signal, plus a safety margin that is a compromise between
having too many false alarms and missing the detection of unwanted fires.



Having a good knowledge of the background signals that a threshold detector will
experience is of significant value in optimizing its performance. However, this sort
of information is difficult to obtain in a generic form because every structure is
unique, and often the background for a particular structure is not constant over a
time that correspond to the useful life of the detector. Because of the possibility
of wide variations in the parameter being sensed for an arbitrary structure, the
threshold levels are frequently set unnecessarily high and therefore do not provide
early detection; or they are set too low and therefore produce many false alarms.

In the next section we will describe the requirements of a detection system.



9 DETECTION SYSTEM REQUIREMENTS

This section examines the parameters that can be used to specify the performance
of a detection system. We will see that it is difficult to separate the detector’s
performance from the characteristics of its environment including any unwanted
fires. We will see that the requirements are driven by the cost of the new infor-
mation provided by the detection system, the cost of the actions taken, and the
resulting savings.

The function of a detection system is to provide new information. In particular, a
fire detection system is to inform an anti-fire agent that there is some probability
of an unwanted fire. This agent is a person or mechanism that is capable of making
decisions or taking action relative to one or more of the following:

1. investigating the presence and attributes of the fire,

(o)

. fighting the fire,

3. escaping, *

N

. notifying others, or

5. helping others to escape.

All of these actions should be designed to reduce fire losses. A detector system
should provide information that will facilitate the anti-fire agents developing and
executing a plan of action that will minimize losses.

The value of the new information provided by the detection system, Vg, is given

by the equation
Vy=L—-Ls—D—Ry (2.1)

where L is the losses without the detection system, Ly is the losses with the
detection system which includes the losses due to missing a real fire, D is the cost
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of installing and operating the detection system, and Rg is the cost of responding
to the detection system for all the instances that it calls for action. There is large
uncertainty associated with all these quantities. The rational response to a fire
detection system should be consistent with the accuracy of information supplied
by the detector system and the other infermation involved in equation 2.1. For
example, one has to determine whether a rational response is to just investigate
the presence of a fire or whether one should immediately call the fire department.
The cost of responding to alarms in dollars, injuries, and lives should be less than
the reduction in fire loses.

Early detection requires the detection of small unwanted fires. We are using an
unspecified attribute (or attributes) of the fire to determine its size (i.e., small-
ness or bigness). The sizes we are interested in reflect a measure of the damage
an unwanted fire can do. This in turn depends upon the space the detector is
monitoring and the contents (including occupants) of this space and the value
assigned to the structure and its various contents. The attribute that determines
size may be the physical parameter(s) that the detector reacts to, or one closely
correlated to the parameter of primary interest. However, this problem of how to
determine the size of the fire will be left unresolved since-it is very difficult and
not critical for our present discussion.

We will classify all fires as belonging to one of three types: none or very small
(i.e. smaller than the threshold fire), threshold, or big fires. None or very small
fires are below the level we wish to detect. Threshold fires determine the range of
fires over which a properly working threshold detector will detect fires. A big fire
is any fire larger than a threshold fire. For any threshold fire detection system we
have the following possibilities:

1. There is no alarm and there is no unwanted fire;

2. There is no alarm and there is a threshold unwanted fire;

3. There is no alarm and there is a big unwanted fire;

4. The alarm went off and there is no unwanted fire;

5. The alarm went off and there is a threshold unwanted fire; and

6. The alarm went off and there is a big unwanted fire.



Items 2, 3, 4, and 6 can be considered as malfunctions or false alarms. The report-
ing of malfunctions 2 and 6 is difficult because it is hard for most people to know
the size of a fire. In the case of a big unwanted fire it may be difficult to deter-
mine whether the alarm operated properly. Therefore, in some cases malfunction
3 can be determined, but in some it cannot. Malfunction 4 is responsible for
most reported false alarms and is easy to determine if there is 2 human present.
Because of these considerations, it is difficult to determine that a detector has
malfunctioned for all these cases.

2.1. Detector Characterization for Short Times

Before we examine these six cases in more detail, we need to introduce the concept
of the response time of a detector. In general a detector looks at some physical
quantity (such as temperature or the rate of change of temperature) and when
that quantity is sufficiently large the detector issues an alarm or a signal. If this
sufficiently large change in the physical quantity occurs instantaneously, the time
between the change and the time the alarm signal is issued is approximately the
response time of the detector ¢,.

For a detector in a particular situation we would like to know the probability for
the above six cases. Let us consider the following propositions' for a time interval
t, at some time ¢:

e f: There is no fire or the fire is smaller than the threshold size for a fire.
e Fy: The fire is a threshold size fire.

e F,: The fire is larger than the threshold size for a fire.

¢ A: The alarm goes off during this time interval.

e a: The alarm does not go off during this time interval.

We assume that a detector responds only once to an event that triggers it.

We note that p(AB|K) is the probability of propositions A and B being true
given K; where K is the knowledge we have about the situation, including the

1A proposition is a statement which is either true or false. A proposition will be represented
by a capital letter (e.g., Z) and its negation by the same letter but in lower case (e.g., z).
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location of the sensors, the characteristics of the physical space, the contents of
the space, the detection system, and the fire. Then we can construct the following
contingency table, Table 2.1 [4].

Fl F2 f Sum

A | p(AR|K) | p(AF:|K) | p(Af|K) | p(A|K)
a | plaRi|K) | p(aF2|K) | p(af|K) | p(a|K)
Sum | p(FA|K) | p(FlK) |p(fIK) |1

Table 2.1: Alarm and Fire Contingency Table

In the construction of Table 2.1 we have made use of the relationship

plaF11K) + p(aF2| K) + p(af|K) = p(alK) (2.2)

and
p(ABIK) + p(aBIK) = p(B|K). (2.3)
where a is either A or a and f is either Fy, F,, or f since the propositions
corresponding to a and § form exclusive and exhaustive sets [5]. Also, we note
that
p(AlK) + p(alK) =1 (2.4)

and -
] p(FK) + p(F2|K) + p(fIK) = 1 (2.5)
since we are summing over an exhaustive and exclusive set in both cases [5].

The phrase "false alarm rate” is not consistently defined in the literature [6] so it is
difficult to relate to our analysis. One meaning in use is that the false alarm rate is
the number of times the alarm goes off when there is no fire divided by the number
of times there is a fire. If we assume this definition, we would have the false alarm
rate equal to p(Af|K)/[p(Fi|K)+p(F2]K)]. We see that this expression used only
one out of the five parameters needed to characterize a detector and only one out
of the four malfunction parameters. Ideally, one would want to have the values
for all six probabilities.

In any case, pragmatic consideration requires that the detector’s parameters be
estimated for times large compared to the response time of the detector. There-
fore, we now will develop probabilistic expressions for times large compared to the
response time of the detector.



2.2. Detector Characterization for Longer Times

We now want to consider times long compared to the response time of a detector,
but still short compared to the expected time for a fire to occur. For having a
proper perspective, we note that the response time of a detector should be in the
neighborhood of a second while the expected time for a fire to occur in a residence
is of the order of a hundred years. We are interested in times of the order of one
year for the characterization of detectors.

We note that p(af]K) is approximately one and that all the other probabilities
are very small compared to one for a normal residence and a detector that is not
obviously defective.

We wish to determine the probability of the alarm going off once when there is no
fire in n consecutive time intervals. We will look at the probability of the alarm
going off in the one interval, in two intervals, in three intervals, and finally we
infer the expression for the alarm going off in n consecutive time intervals.

For one time interval, say the j** one, the probability of an alarm going off and no
fire can be written as p(At,;f|() where the proposition? t.; is: The time interval
is the 7** time interval of size t,,

For two time intervals we evaluate the probability of the alarm going off either
in the 7t or (j + 1)** time interval of duration t,. This can be written in con-
ditional probability notation as p(At,;f + At,+1)f|K)?. Using the additive rule
for probabilities [4] we may expand this expression and write

P(Atr; f + At 41y fIK) = p(Ate; FIK) + p( At (1) FIK) — p(Atritr(ien) FIK) (2.6)
Since we cannot be in two time intervals at the same time,we see that
p(Atsit. 1) f1K) = 0. (2.7)

Therefore equation 2.6 becomes

p(Ats; f + Atr(n) fIK) = p(Atri f1K) + p(Ale(j 1) fI K) (2.8)

2The conventional usage for propostions would require the use of a capital letter (T) for this
propostion. However, since this might be taken to stand for the temperature instead of time,
the lower case letter was used.

3p(A + B|C) means the probability of A or B given C.
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We can expand both expressions on the right using the fundamental rules for
probabilities that state that

p(XY|2) = p(X|Y Z2)p(Y|Z) (2.9)
so we have
p(At,; f+ At o) FIK) = p(AfIKte;)p(tei| K)+p(ASIK b (541))P(tri+1y [ ) (2.10)
We note that |
Pty K) = p(t-51K) (2.11)

If we substitute for p(t,(;+1)|X) in equation 2.10 we obtain

p(Ateif + Ato() fIK) = p(te; | K p(ASIK5) + p(Af 1K (541))] (2.12)

For three time intervals we ask what is the value of p(At,; f4+ At,(j11) f+ At (j12) fIK).
If we proceed as we did above we have

p(Ate; f + Ato(ianyf + Atriaa) fIK) = p(At,; fIK)
+p(Atr(i1) f + Aty fIK) (2.13)
—p(Atr; f[Atr o) f + Alria) [ K)

Since we cannot be in two time intervals at the same time, we see that
P(At; fAtr41) f + Aty i) fIIK) = 0. (2.14)

Therefore equation 2.13 becomes

p(At,; f + Aty f + Atr(j12) fIK) = p(At,; f|K)

2.15
+p(At,.(j+1)f + Atr(j+2)f|1() ( )

If we expand the last expression using the additive rule for probabilities we obtain

p(Ate;f + Atosnyf + At4a) fIK) = p(At; fIK) + p(Ate(j41) FIK)

2.16
+p( Atz F1K) (2.16)

We can expand all the expressions on the right so we have

P(Ato;f + Aty f + Atr4a) FIK) = p(Af|Kt,5)p(t:51K)
+p(Af Kt (j41))p(tr(isn) | K) (2.17)
+p(Af| Kt (i42))p(tr(j42)| K)
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Using equation 2.11 we have

p(Atyif + Ateienyf + AteGaay FIK) = p(t;| K) (A S| K1) (2.18)
+p(Af1Ktr(j41)) + p(Af|Ktr(i42))]

We see that this equation can be expanded readily to n time intervals. If we define

P(XT..|K) such that
P(X'T,nlf() = p(Xtrj + Xtr(]‘_H) +...+ Xtr(j+n_1)|1{) (2.19)

we have after letting j = 1 that
P(AT.fIK) = ) p(AtfIK) (2.20)

where all the cross terms drop out because we cannot be in two time intervals at
once. Proceeding as before we may write

PATfIK) = 3 s AFIKt)p(tei ) (2.21)
k=1

If we have

p(ASfIKtri) = p(Af|Kts) ) (2.22)

for all ’s and j’s in the ranges 1 to n and 1 to [, we could write

(2.23)

P(AT..fIK) =

P(AT.fIK) 1
While one can find many situations for which equation 2.22 is true, there are many
situations when it is not true. For example, one would expect equation 2.22 to
be valid often for time intervals only a few seconds apart, because at this time
scale little changes. However, if the time separating the two terms of equation 2.22
were 12 hours apart one would not be surprised if equation 2.22 was not valid. For
example, consider the probability of having a false alarm while preparing dinner
verse having a false alarm 8 or 12 hours later in the middle of the night. The
above can be repeated for F; and F; in place of f. Then these results can be
repeated with a substituted for A.



Under the assumption that the false alarm rate is the number of times the alarm
goes off when there is no fire divided by the number of times there is a fire, we
have the false alarm rate equal to P(ATnfIK)/[P(TrnFA|K) 4+ P(T:n F2| K)).We
see that the conventional false alarm rate does not include all the malfunctions
a detection system may have. Therefore, using the false alarm rate to specify
the malfunctioning of a detection system is inadequate. Of the six probabili-
ties P(AT,oF1|K), P(ATnF2|K), P(AT,.f\K), P(aT;nF1|K), P(aT.nF3|K), and
P(aT,.f|K) only five are independent since the sum of the six is unity. Therefore,
the complete specification of the performance of a detection system in a particu-
lar situation requires the determination of at least five of these six probabilities.
Because P(aT,.f|K) is approximately one, it is best to use the five other prob-
abilities. Otherwise P(aT,f|K) would have to be determined to an accuracy
comparable to the smallest of the other five probabilities.

In order to compare different detector systems it is important to realize that K
should be the same for each system. We recall that K is what is know to be true.
This could including the location of the sensors, the characteristics of the physical
space, the contents of the space, the detection system, and the fire. In practice
one might want a standardized set of K’s that would facilitate the comparison
of detectors. Furthermore, besides having K the same for various detectors, one
needs a set of K weighted so they reflect their probability of occurrences in actual
usage.

2.3. Value of Information

In closing this section we return to consideration of equation 2.1. If the cost of
responding to an alarm is C,, then Rg of equation 2.1 can be written as

Ry = Ca p(AlK). (2.24)

Normally C, is not a single value but can be various values with various probabil-
ities. For example the cost of responding to an alarm could include the dollar cost
of operating the fire department equipment, the value of injuries to fire department
personnel, or the deaths of fire department personnel that occur in responding to
the alarm. We can write the probability of cost C, as p(C,|K'). We have assumed
that the cost of responding to an alarm is irrelevant to the existence of an alarm
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being sounded. That is we have assumed the following equation is valid

p(AC,|K) = p(A|K)p(C.|K). (2.25)
The expected cost of responding to an alarm can be written as
Cu
E(C,) = /C C. p(Cal K)dC, (2.26)
[

where C} is the lowest or minimum value for the cost of responding and C, is the
upper or maximum value.

We have previously defined A as the alarm sounding. We will define A(n) as the
proposition "The alarm [; in structure s; will go off n times in the time interval
between and including t; and t, during which time there are no fires.” The
expected number of alarms in this time interval is

N

E(n)=>_np(A(n)|K) (2.27)
n=0

where N is the maximum value n takes.

When we have repeated, independent trials (Bernoulli trials)[7], we may write

p(A(n)|K) = C(N,n)[p(AK)]"[p(al K)]V " (2.28)
where N1

Therefore, the expected total cost of responding to all the alarms is

Ry = E(C,)E(n). (2.30)

We may expand p(A(n)|K) so this becomes

N
Ry = E(Ca) Y [p(A(n) 1| K) + p(A(n) F2| K) + p(A(n) fIK)]. (2.31)

n=0

As one would expect, the cost of responding to the alarms is a function of the
various probabilities leading to an alarm whether there is or is not an unwanted

fire.
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The computation of Ly is more difficult than that for Ry. We proceed as before
and write for the expected value for Ly the following

E(Lg) = /L " Lap(LalK)dLa. (2.32)

]
where L; is the lowest or minimum value for the losses with the detector system
and L, is the upper or maximum value. The value of E(L4) can be greater than
L. For instance if the installation of a detector system was accompanied by the
abandonment of some other more effective fire safety system, the losses could
increase.

Let us assume that the addition of the detection system is the only change made to
the structure in question. In this case the losses are some function of when the fire
is detected relative to its size compared to when the fire would have been detected
without the detection system. This seem to be highly situation dependent and we
can make no more general comments about it.

We see that the value of adding a detection system depends not only on the
performance of the detection system but on the particular situation it is used in.
The evaluation of whether it is worth while should be estimated for the particular
situation it will be used in.
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3. CONCLUSIONS

The principal function of a detection system has being identified as providing new
information to an anti-fire agent. An expression that shows the value of the in-
formation provided by a detector system was developed. The value of information
determines what information can economically be collected and therefore, what
detection systems are rational to install.

Starting from times comparable to the response time of a detector, we derived
the five parameters, using conditional probabilities, that completely characterize
a threshold fire detection system.

The following can be considered as malfunctions or false alarms for a fire detection
system:

e There is no alarm and there is a threshold unwanted fire;
e There is no alarm and there is a big unwanted fire;
e The alarm went off and there is no unwanted fire; and

e The alarm went off and there is a big unwanted fire.

It is difficult to determine that a detector has malfunctioned for all these cases. A
commonly used meaning for the false alarm rate is demonstrated to be inadequate.

Finally, the critical role of K in the analysis of detection systems is made explicit.
To compare detector systems K needs to be specified . That is, we needed to
identify or control all the factors that will influence the probabilities relating to
the detection of fires.
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